JAMAICA

No. 75 — 2020

L assent,

[LS]

%gi . ;p' (::L : ﬁ?&mu

Governor-General.

0% dey o Tk, 03
— |

AN ACT to Protect the privacy of certain data and for connected
matlers.
The date notified by the Minister
[ bringing the Act into operation J

BE IT ENACTED by the Queen’s Most Excellent Majesty, by and

with the advice and consent of the Senate and House of

Representatives of Jamaica, and by the authority of the same, as
follows:—

PART 1—Preliminary

1—(1} This Act may be cited as the Data Protection Act, 20240, Short title
and shall come into operation on a day appointed by the Minister -

by notice published in the Gazette, and different days may be ment.
appointed in respect of different provisions of this Act

(2) For the purposes of subsection (1), the Minister may
specity different dates for bringing this Act into operation as regards
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different types of personal data specified in a notice made under
that subsection.

2.-—~1) Inthis Act—

“hiametric datz”, in relation to an individual, means any information
relating to the physical, physiological or behavioural
characteristivs of that individual, which allows for the unique
identification of the individual, and includes—

(a) physical characteristics such as the photograph
or other facial image, linger print, palm primt, (oe
print, [oot print, iris scan, retina scan, blood type,
height, veln pattern, ot eye colour, of the mdividual,
or such other biological attribute of the individual
as may be prescribed; and

(b) behavioural characteristics suchasa person’s it
signature, keystrokes or voice;
“Commissioner” means the office of mformation Cormmissioner
established by section 4;

“Court” means the Supreme Court;

“data controller” means any—

(a) person;or
{(b) public authority,

who, either alone or jointly or in common with other persons
determines the purposes for which and the manner in which
any personal data are, or are to be, processed, and where
personal data are processed only for purposes for which
they are required under any enactment to be processed, the
person on whom the obligation to process the personal data
is imposed by or under that enactment is for the purposes of
this Act a data controller;

““data controller representative” means a person or other entity
appointed for the purposes of section 3(2);
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“data processor”, in relation to personal dats, means any person,
other than an employee of the data controller, who processes
the data on behalf of the data controller;

“data protection standards™ means the data protection standards
a3 setout in sections 22 to 31, and refercnce to any of those
standards by number means the standard as numbered i
any of those sections:

“data subject™ means a named or otherwise identifiable individual
who is the subject of personal data, and in determining whether
anindividual isidentifiable account shall be taken of all means
used or reasonably likely to be used by the data controller
or any other person to identify the individual, such as
reference to an identification number or other identifying
characteristics (whether physical, social or otherwise) which
are reasonably likely to lead to the identification of the
individual:

“disclosure to data subject requiremnents” means—

ta) the information mentioned in section 22{6)
required to be given ta a data subject under section
22(4); and

(b) the provisions of section 6;

“genetic data” means DN A as defined by the DNA Evidence Act,
2016;

“good practice” means such practice as appears to the
Commissioner to be destrable having regard to the interests
of data subjects and others, and includes (but is not limited
to} compliance with the requirements of this Act;

“health professional” means any of the following—
(a) amedical practitionerregistered under the Medical
Act;

(b) apersonregistered as a dentistunder the Dental
Act;
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(¢} aperson entitled 10 practice optomelry under the
Opticians Act;

(d) aperson registered as a pharmacist or pharmacy
owner under the Pharmacy Act;

(¢) = person registered as a nurse or midwife, or
enrolled as an assistant nurse, under the Nurses
and Midwives Act;

() aperson registered as a member of a “specified
profession” within the meaning of section 2 ofthe
Professions Supplementary 1o Medicine Act;

(g) aregional hospital or public health facility, within
the meaning of section 2 of the National Health
Services Act;

(h) aprivate hospital or private health facility;
i) theNational Health Fund:
(j) aproviderofambulance REIVICES;

(k) the Hospital established pursuant to the University
Hospital Act;

“health record” means any record which—

(a) isinthecustody or control ofahealth professional
in connection with the care of an individual; and

(b) consists of information relating to—

(i} the past or present physical or mental
health, or condition, of an individual,
for example—

(A) clinical information about
diagnosis and treatment;

{B) genetic data;

(C) information about the
testing of any body part or
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bodily substance, or the
donation ol a body part or
bodily substance;

(D) biomeuc data;

(i) theregistration of zn individual for the
provigion of health services and any
number, symbol or code assigned to
SeIVICes;

(i) the name ofthe individual’s health care
provider; or

{(v) payments made by, arthe eligibility of,
the individual forthe provision ofhealth
SErVICes,

or any oher health related information about the
individual that is collected in the course of the
provision of health services to that individual,
“minor” inrelation to an individual means an individual
under the age of eighteen years;
“personal data™ means information (however stored —
(a) relating to—
@} albvingindividual; or
(@) anindividual who has been
deceased for less than thirty
Years,
who can be identified from that
information alone or from that
information and other information in the
possession of, or likely to come into

the possession of, the data controller;
and
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(b) includes any expression of opinion
about that individual and any indication
of the intentions of the data controller
or any other person in respect of that
individual;

“process” In relation to information or personal data means
obtaining, recording or storing the information or personal
data, or carrying oul any gperation or sel of operations
(whether or not by automated means) on the information or
data, including—

(a)

(b)

{e)

()

organisation, adaptation or alteration of the
infonmation or data;

retricving, consulting or using the information or
data;

disclosing the inlprmation or data by transmitting,
disseminatng or vtherwise making it available; or
aligning, combining, blocking, erasing or
destroying the information or daty, or rendering
the data anonymaus;

“public authority”™ meuns—

{a)

(b

()

(d)

aMinistry, department, Executive Agency or other
agency of Government;

a statutory body or authority, being a body
corporate established by anAct of Parliarnent and
over which the Government or an agency of the
Government exercises control

a Local Authority, within the meaning of the Local
Governance Act;

any company registered under the Companies
Act, being a company in which the Government
or an agency of the Government 15 in a position to
direct the policy of that company:
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a commission of Parliament; or

any other body or organization which provides
services of a public nature which are essential 10
the welfare of Jamaican society, or such aspects
of their operations, as may be specified by the
Minister by arder published in the Gazetfe;

“gsensitive personal data” means personal data consisting of any of
the following information in respect of a data subject—

()
®
(€}

(d)
€
®
®)

genetic data or biometric data;

filiation, or racial or ethnic origin;

political opiniens, philosophical beliefs, religious
beliels or other beliefs of a similar nature;
membership in any trade union;

physical or mental health or condition;

sex life;

the alleged commission of any offence by the data

subject or any proceedings for any offence alleged
to have been committed by the data subject;

“the non-disclosure provisions”™ means the following provisions,
to the extent to which they prolubit the disclusure in
question—

{2)

(b)

()

the first data protection standard, except to the
extent to which disclosure is required for
compliance with the conditions setout in sections
23 and 24,

the second, third, fourth and fifth data protection
standards; and

sections 11 and 13(3)and (4);

“the special purposes™ means any one or more of the following—

@

the purposes of journalism;
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(b} artistic purposes;
(e} literary purposes;
“trade association” includes any body representing data controllers.
(2) Faor the purposes of this Act—

(a) “obtaining” or “recording”, in relation to personal data,
includes obtaining or recording the information to be contained
in the personal data; and

(b} “using” or “disclosing”, in relation to personal data, includes
using or disclosing the information contained inthe personal
data.

(3) The objects of this Act are to—

fa) define the gencral principles for the treatment of personal
dJata relating to an mdividual; and
(b) provide for ransparent oversight therefor, that will enable

the public and private sectors to strengthen the protection of
personal data.

Applicaticn 3 —(1) Except as otherwise provided for in section 60, this Act
i applics to a data controller in respect of any personal data only if the
data confroller— :
(a) isestablished in Jamaica or in any place where Jamaican law
applies by virue of intemational public law, and the personal
data are processed in the context of that cstablishment; or

(b} thoughnotestablished in Jamaica—

{i) uses equipment in Jamaica for processing the
personal dula otherwise than for the purpose of
transit through Jamaica; or

(i) processes personal data, of'a dalasubject who is
in Jarnaica, and the processing activities are related
tﬂ_

(A) the offening of products or services to
data subjects in Jamaica, ierespective
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of whether a payment of the data
subject is required; or

(B) the monitoring of the behaviour of data
subjects as far as their bchaviour takes
place within Jamaica.

(2} Adata controller falling within subsection (1)(b) shall appoint
for the purposes of this Act a representative established in Jamaica.

(3) For the purposes of subsections (1) and (2), each of the
following shall be treated as established in Jamaica —

(@) anindividual who is ordinarily residentin Jamaica;
(b) abody incorporated under the laws of Jamaica;

(c) apartnership or other unincorporated association formed
under the laws of Jamaica;

(d) any person who does not fall within paragraph (a), (b) or {c)
but who maintains in Jamaica—
{1) an office, branch or agency through which the
person carries on any activity; or
(i) aregularpractice.
4.—(1) There is hereby established for the purposes of this Actan
office to be known as the Information Commissioner, which shall be a

body corporate to which the provisiuns of section 28 of the Interpretation
Acl applies.

(2) The provisions of Parl | of the First Schedule shall have
effect as regards the constitution of the office of Information
Commissioner.

(3} The Commissioner shall perform the functions—
(a) . conferred onthe Commissioner under this Act; and

(b) such other functions as may be conferred on the
Commissicner by the Access to Information Act,

(4} For the purposes of this Act, the Commissioner shall act
independently in the discharge of the functions of the Commissioner

[mformation
Commissicner.

First
Sehedule,
Pest 1.
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and shall not be subject to the direction or control of any person or
other entity, except as provided in subsection (10).

(5 Itshall be the duty of the Commissioner to——

(a)

(b)

(c)

(d)

()

monitor compliance with this Act and any regulations made
under this Act;

give to the Minister such advice as the Commissioner
considers approptiate, or as may be requesied by the
Minister, on any matter relating to the operation of this Act
or otherwise for the protection of personal data;

promote the observance of the requirements of this Act and
the following of good practice by data controllers;

arrange for the dissemination, in such form and manner as
the Commissioner considers appropriate, of such information
as 1l may appear to the Commissioner expedient to give o
the public about the operation of this Act, about good practice,
and about other matters within the scope of the
Commissioner’s functions under this Act, and the
Comumissioner may give advice to any person about any of
those matters;

preparc and disseminate, or direct the preparation and
dissemination of, to such persons or other entities as the
Commissioner considers appropriate, guidelines to be
adhered to as good practice—

i}  where the Commissioner considers it appropriate;
and

(i) aller such consultation with trade associations or
persons representing data controllers, data
subjects, or persons representing data subjects,
or such other entities having an interest in the
matter, as appears to the Commissioner to be
appropriate;



The Dara Protection Act, 202 [Mo. ]

(f) wherethe Commissioner considers it appropriate to do so—

(i) encourage trade associations to prepars, and to
dissemingte to their members, self-initiated
euidelines: and

(i} where anytrade association submits self-initiated
guidelines for the Commissioner's consideration,
consider the puidelines and, after such consultation
with data subjects or persons representing data
subjects, 5 appears to the Commissioner to be
appropriate, notify the trade association whether
in the Commissioner’s opinion the guidelines
promote the Tollowing of good practice.

{6) Adirection under subsection (5)(e) shall—

{a) describe the personal data or processing to which the
suidelings are to relate, and may also describe the persons
or ¢lasses of persons to whom the guidelines are 1o relate;

{b) be directed to the appropnate regulatory authority having
responsibility for the subject marter concemed; and

(c) limit the time within which the draft guidelines shall be
submitted to the Commissioner for approval.

(7) Indetermining the action required to discharge the duties
impaosed by subsection {5), the Commissioner may take account of any
action taken to discharge the duty imposed by section 57 (data sharing
code),

(8) The Commissioner may, at the written request of the data
controller concerned, assess any processing of personal data as to the
following of good praciice and shall inform the data controller of the
results of the assessment.

(9} The Commissionzr may charge such fees as may be
prescribed for any services provided by the Commissioner under
subsection (8).

i
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(10} The Commissioner shall be subject to the oversight of the
Himt Diata Protection Oversight Committee in accordance with Part 11 ol the
Schedule,  pirst Schedule.

Part 1,

(11} Without prejudice te section 67, the Commissioner may
intervene as a party in any proceedings before a court, in respect of any
matter conccrning the processing of personal data or the enforcement
olany provision of this Act, other than proceedings for the prosecution
of an offence.

PART II—Rights of Data Subjects and Cthers

(nerpeetatios 8. For the purposcs of this Parl—
for Part 1.
{a) inthe case ofan individual who—

(1) is a minor, the rights conferred by this Part may
be exarcised by a parent or legal guardian oFthe
miner, or by the minor in any case where the law
recognises the capacity of the miner to act in the
‘matter to which the personal data relates; or

{ii) by reason olany mental impairment is unable to
act, the rights conferred by this Part may be
exercised by the person’s nearcst relative, within
the meaning of section 3(3) ofthe Mental Health
Act, 50, however, that —

(A) sucharelative need not be ordinarily
resident in Jamaica; and

{5} the Court may, where it considers it
appropriate in the eircumstances, on
an application made to it by arelative
of the data subject, determine the
nearest relative suitable to exercise the
rights notwithstanding the order of
precedence referred to in section 3(3)
of the Mental Health Act;

{b} inthe case of any other individual, the rights cnnfcrred by
this Part may be excreised by—
(i)  thelegal personal representative of that individual;

or
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(i) another individual to whom the first mentioncd
individual delegates in writing, in such form and
manner 4s may be prescribed, the exercise of the
rights,

6.—(1) The rights conferred by this section are subject to the kight ot
exemptions set out in Part V, to the extent indicated in that Part, and a 2=t
data controller shall determine in each case whether compliance witha *" o ™
request lawfully made under this section can be achieved without
compromising the confidentiality of the exempt data, by severing the
exempt data from any information required to be disclosed under this
section.

(2) Subject to the provisions of this section and sections 7 and
8, an individual is entitled, upon making a written request to a data
controller—

(a} tobemmformed by the data controller, free of charge, whether
personal data of which that individual is the data subject are
being processed by or on behalf of that data controller;

{b) if personal data are being processed as described in
paragraph (a), to be given hy the data controller, fres of
charge, a description of—

(1) thepersonal data of which that individual is the
data subject;

(n) the purposes for which the personal data are
being, or are to he, processed; and

(i) therecipients or classes of recipients to whom
they are, or may be, disclosed;
() uponpayment of the prescribed fee—
(i} tohave communicated to that individual in an
intelligible fiorm—

{A)} the information constituting any
personal data of which the individual
is the data subject; and

{B} any information available to the data
controller as to the source of those
persenal data; or
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(i} where technically feasible, to have transmatted—

(A) toanother data controller specified in
the request; and

(B) in astructured, commonly used and
machine-readable format,
the personal data of that data subject, which the

data subject has provided to the first mentioned
data controller; and

(d) where the processing, by automatic means, of personal data
of which that individual 15 the data subject—

(i) is lor the purpose of evaluating matters relating
to that individual (such as, for example, the
individual's performance at work, credit-
warthiness, reliability, or conduct); and

(@} has constituted or is likely to constitule the sole
basis for uny decision significantly affecting the
individual,

(o be infarmed by the data controller, upon payment of the
prescribed fee, of the logic involved in that decision-taking.

(3) Anindividual making a request under this section may, in
such cases as may be prescribed, specify that his requestis limited (o
personal data of any prescribed description.

(4) Subject to section 8(1), a data controller shall comply with
arequest under this section promptly and, in any event, before the end
of the period of thirty days, or such longer maamum period as may be
prescribed, beginning on the day on which the data controller has both
the request and, where applicable, the payment referred to in subsection
(2).

{5) For the purposes of —

(a) subsection (2)(c) and (d), different amounts may be
prescribed for different circumstances;

(b) subsection (4), different periods may be prescribed for
diflerent circumstanees.



The Data Protection Act, 2020 [t

(6) Ifthe Comumissioner is satisfied, on the written application
of any individual who has made a request under this section, that —

(@) the data controller in question has, in contravention of this
section, failed to comply with the request the Commissioner
may order the data controller to comply with the request; or

(b) the data controller has complied with the provisions of this
section in dealing with the request, the Commissioner may
dismiss the application.

(7) For the purposes of determining any question whether an
applicant under subsection (6) is entitled to information under this section
(including any question whether any relevant persanal data are exempt
from this section by virtue of Part V), the Commissioner—

(a) mayrequire the information constituting any personal data
processed by or vn behalf of the data controller in question
and any information as to the logic for any decision as
mentioned in subsection (2){(d) to be made available for the
Commissioner’s inspection; and

(b) shall not, pending the determination of the question in the

applicant’s favour, require the information to be disclosed to
the applicant or the applicant’s representatives,

(8) The Commissioner may appoint aduly qualilied mediator
to consider any matter to be determined or inspected by the
Commissioner under subsection (6) or (7) and make such
recommendations to the Commissioner as the mediator thinks fit for
the settlement of the matter, and the Commissioner may act on those

7.—{1) The obligation impesed by section 6(2)(c)(i) shall be
complied with by supplying the data subject with a copy of the information
in permanent form unless—

{a) the supply of such a copy is not possible or wauld invalve
disproportionate effort; or

(b} the data subject agrees otherwise,

15
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and where any of the information referred to in section 6(2){c)(i) is
expressed in terms which are not intelligible without explanation, the
copy shall he accompanied by an explanation of those terms.

(2) For the purpases of section 6(2)(c} “intelligible fonm™, in
the case of a person with a disability (as delined by the Disabilities
Act), means a form that would render the information readily accessible
by the persan, having regard to the special needs of the person, and
regulations may prescribe circumstances in which the requirements of
subsection (2)(c) shall be taken to have been met.

(3) The information to be supplied pursuant to a request under
section 6 shall be supplied by reference to the personal data in question
at the time when the request is received, except that it may take account
of any amendment or deletion made between that time and the line
when the information is supplied. being an amendment or deletion that
would have been made regardless of the receipt of the request.

Grounds 8—(1) Where a data controller—

Tumiting

“”.“t:”"“““"’ (a) reasonably requires further inlbrmation in order to satisfy
with recguest

himself as to the identity of an individual who makesa request
under seetion 6 and to locate the information which that
individual seeks; and

{b) has informed the individual of that requirement,

Lor deeess.

the data controller is not ubliged to comply with the request unless the
further information is supplied to the data controller.

(2) Where a data controller cannot comply with a request
under section 6 without disclosing information relating to another
individual who can be identified from that information, the data controller
is not obliged to comply with the request unless—

(a) the other individual consents to the disclosurc of the
information; or

(b) itisrcasonable in all the circumstances to comply with the
request without the consent of the other individual and the
data controller has notified that ather individual of the data
controller’s intention to comply with the request.
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(3} Insubsection (2), the reference to information relating to
another individual includes a reference to information identifying that
individual as the source of the information sought by the reguest, and
that subsection shall not be construed as excusing a data controller
Irom communicating only so much of the information sought by the
request as can be communicated without disclosing the identity of the
other individual concemned, whether by the omission of names or ather
identifying particulars or atherwise.

{4} For the purposes of subsections {(2) and (3). another
individual can be identified from the information being disclosed if that
other individual can be identified from that mformation alone or from
that information and other information which, in the reasonable belief of
the data controller, is likely ta be in, or come into. the possession of the
data subject making the request.

(3) Indetermining for the purposes of subsection (2% by whether
itis reasonable in all the cireomstances 1o comply with the request without
the consent of the other individual concerned, regard shall be had, in
parlicular, 1o—

(a) anyduty of confidentiality owed to the other individual;

(b) any steps iaken by the data controller with a view to secking
the consent ofthe other individual;

(c)  wheiher the other individual is capable of giving consent;
and

(d) any express refusal of consent by the other individual.

(6) Where a data controller has previously complied with a
request made under section 6 by an individual, the data controller isnot
obliged to comply with a subsequent identical or similar request under
that section by the individual unless a reasonablz interval has clapsed
between compliance with the previous request and the making ol the
subsequent request.

(7} In determining for the purposes of subsection (6) whether
requests under section 6 are made at reasonable intervals, regard shall
be had to the nature of the personal data. the purpose for which the

17
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personal data are processed and the Irequency with which the personal
data are altered.

(8) Section 6(2)(d) shall not be reparded as requiring the
provision of information as to the logic [or any decision if, and to the
extent that, the information constitutes a trade secret.

(%) Where personal data requested under section 6

fa) isnot inthe custody or control of the data controller, the
data controller shall in writing so inform the individual making
the request; or

(b) arepersonal data which the data controller is entitled 1o refuse
toy disclose to the data subject by virtue of any provision of
this Act the data controller shall in writing infonm the mdividul
making the request that the disclosure is refused and identify
the relevant provision relied on for the refusal.

within thirly days after recciving the request.
Congent 10 9—{1) Any consent requured to be given, by a data subject, to the
Processing. — mrocessing of personal dals—

{a) means any informed, specific, unequivocal, [reely given,
expression of will by which the data subject agrees lo the
pracessing of that data subject’s personal data;

(b) includes any such expression of consent given by—
(i} the legal personal representative of the data
subject;

(i) anyindividual to whom the data subject delegates,
in writing in such form and manner as may be
prescribed, the right to give or withhold consent
to the proeessing;

(i) inthe case of a minor, {subject Lo sechion S{a)(i)),
a parent or legal guardian of the minor; or

{iv) inthe case of an individual who by reason of any
mental impairment is unable 1o act, the person
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entitled to act for that individual under section
5{a)(ii); and
{¢) may be withdrawn in the same manncr in which it may be
given under paragraph (a).

(2) For the purposes of subsection (1)} —

(a) “informed” with reference to the giving of consent means
that at the time in question the data subject is informed about
how the personal data wi!l be processed, including the
purpose for which the data will be used and the class of
persons ta whom the personal dalu may be transferred; and

(b} consent isnot freely given if'the data subject is required, as a
condition for the provision of any goods or services to the
data subject, to consent to the collection, use or disclosure
ofthe data subject’s personal data beyond what is reasonable
for the provision of those poods or services.

1{L—(1) A data controller shall not process personal data of a data
subject for the purposc of direct marketing unless the data subject—

(8) consents to the processing for that purpose; or
(b) is, subject to subsection (4), a customer of'the data contraller.

(2) Adata controller shall not approach a data subject, whose
consent is required in terms of subsection (1){a), more than once in
order to request that consent.

(3) Arequest for consent in terms of subsection {1)(a) shall be
made in the prescribed form and manner,

(4) A data controller may, pursuant to subsection {1)(b), only
process the personal data of'a data subject who is a customer of that
data controller—

(a)} ifthedata controller has obtained the contact details of the
data subject in the context of the sale of any goods or
services;

(b) forthe purpose of direct marketing of the data controller’s
own similar goods or services; and

19
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(¢} ifthe datasubject has been given a reasonable opportunity
to object, free of charge and in a manner free of unnecessary
formality, to such use of that data subject’s personal data—

(i} atthetime the personal data was collected; and

(i} ontheoccasion of each communication with the
data subject [or the purposc of direct marketing
if the data subject has not refused such use.

(5) Any communication to a data subject for the purpose of
direct marketing shall contain—

(a) the details of the identity ol the sender or the person on
whose bhehalfthe communication has been sent; and

(b) an address or other contact details to which the recipient
may send a request that such communication cease,

(6} Inthis Act, “direct marketing™ means to approach a data
subject in person or by any means of communication {whether electronic
or otherwise) for the direct or indirect purpose of—

(a) promoting or offering 1o supply, in the ordinary course of
business, any goods O services; or

(b) requesting a donation of any kind for any reason,

11.—(1) Subject to subsection (3}, on any of the grounds set out in
sihsection (2) an individual is entitled atany time, by notice in wittmg to
the data controller, to require the data controller—

{a) withinaperiod which is reasonable in the circumstances, to

cease; or

{b) nottobegin,
processing, or processing for a specified purpose or in a specified
manner, any personal data in respect of which the individual is the data
subject.

(2) The grounds referred to in subsection (1) are that, for

reasons which shall be specified in the notice under subsection {1}

(a) the processing of the personal data, or the processing of the
personal data for that purpese or in that manner, is causing
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oris likely to cause, substantial damage or substantial distress
to the data subject or to another, and thai the damage or
distress caused or likely 1o be caused (as the case may be)
isunwarranted;

(b} thepersonal dala Is incomplete, or irrelevant, having regard
to the purpose of the processing;

(e} theprocessing olthe personal daw, or the processing of the
personal data for that purpose or in (hat manner, is prohibiled
under any law; or

(d) the personal data has been retained by the data controller
for longer than the period of time for which it may be retained
by the data contreller under any law.

{(3) Subsection (1) does not apply—

(a} 1inacase where amy of the conditions set outin section 23(1)
ismet; ar

(b} in such other cases as the Minister may specify by order in
accordance with section 743 }(b).

{(4) Adata contraller who receives anotice under subsection
(1) shall, within twenty-onc davs after receiving the notice, give the
individual who gave the rotice awritten statement—

fa) thatthe data controller has comglied or intends to comply
with the notice; or

(b} ofthe data cortroller’s reasons lor regarding the notice as,
to any extent, injustif-ed and the extent (i any) 10 which the
data controller has complied or intends to comply with the
natice,

(3) Ifthe Commissioner is satisfied, on the written application
of any individual who has g ver a notice ur.der subscetion (1) which
appears to the Commissioner to be justified, or to be justificd to any
extent, that the data contraller in question has failed to comply with the
notice, the Commissioner may order the dsta controller to take such
steps for complying with the notice (or complying with the notice to
such extent) as the Camurissioner thinks fit.

21
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{6} The failure by a data subject to exercise the rights vonlerred
on that individual by subsection {1} or section 12(2) shall not be
construed as affecting any other right conferred on the data subject by
this Par,

12.—(1} This section applies to a decision, other than an exempt
decision, taken by or on behalf ofa data controller and which significantly
alfecls a data subject.

(2) Anindividual is entitled at any time, by notice in writing 1o
the data controllet, to require the data controller to ensure that no decision
te which this section applics is based solely on the processing, by
automatic means, of personal data inrespeet of the data subject for the
purposc of cvaluating matlers relating o the data subject (for example,
the individual’s pertormance at work, creditworthiness, reliability, or
conduct),

(3) Inany case where a data controller who has not received
anotice under subsection (2} in respect of an individual takes a decision
to which this section applies

{a) the data controller chall, as soon as is reasonably practicable,
infonn the individual that the decision was made on the basis
deseribed in subsection (2); and

(b) the individual isentitled to, within thirty days after receiving
the information under paragraph (a), by noticc in writing
require the data controller to reconsider the decision or make
a new decision otherwise than on thal basis,

{4) Adata controller who receives a notice under subsection
(3} by shall, within thirty days after receiving the notice, give the individual
in question a written statement specifying the steps that the data
controller intends 10 1ake to comply with the notice.

(5) Ifthe Commissioner is satisfied on the application of a
data subject that a data controller has failed 1o comply with a notice
under subsection (2) or (3}(b), the Commissioner may order the data
controller to reconsider the decision. or to take a new deciston, that is
ot based sclely on such processing as is described in subsection (2).
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(6) An order under subsection (5) shall not aflect the rights of
any person other than the data subject and the data controller.

(7) Inthis section “exemnpt decision” means any decision—

{a) nrespect ol which the conditions set out in subsection (&)
are met; or

{b) madein such other circumstances as may be prescribed.
(#) The conditions are that—
(a) thedecision—

(i} is authorised or required by or under any
enactment; or

() 1smade in the course of steps taken—

{A) forthe purpose of constdering whether
1o enter into a contract with the data
subject or with a view 1o enlering into
such a contmet; or

(B) inthe courseof performing a contract
entered into with the data subject; and

(k) either—

(i) thecffect of the decision is to grant a request of
the data subject; or

(iiy stepshave been taken to safeguard the legitimate
interest of the data subject (for example, by
allowing the data subject to make represcntations).

13 —(1) Anindividual may in writing to a data controller request
that the data controller rectify any inaccuracy in any personal data—

{a) mthe possession or control of' the data controller; and
(b} ofwhich the individual is the data subject.
(2) For the purposes of subsection (1)—

“inaccuracy” includes any ervor or omission;

Fectifizaticn
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“rectify’” means amend, block, erase or destroy, as may be required
to correct the inaceuracy.

(3) Where adata controller receives 2 request under subsection
(1), the data controller shall, within thirty days after receiving the request,
determine whether a reetification is required and—

(a) ifnorectification is required, include with the personal data
concerned an annctation of the comrection that was requested,
and notify the individual making the request that no
rectification was made; or

(b} ilarectification is required, make the rectification and give
notice ofthe rectification to—

(i} theindividual making the request; and

(i) so [arasis rcasonably practicable, every person,
or other entity, to whom the personal data was
disclosed at any time during the period of lwelve
meonths immediately before the date of the request.

(4} Upon receiving a notification under subscetion (3)(b), the
person, or other entity, to whom the personal data was disclosed during
the period mentioned in that provision shall make a corresponding
rectification of such of the personal data concerned as is in that person
orentity’s possession or control.

(5) A data subject may appeal in writing to the Comumissioner
against any determination made by a data controller under subsechon
{3rand ifthe Conunissioner is satisfied-

(a) as to the actions taken by the data controller under this
section, the Commissioner shall dismiss the appeal; or

(b) that the data controller erred in making a determination that
no rectification is required, orerred in the type of rectification
required to be effected, the Commissioner shall order such
rectification of the personal data as the Commissioner
considers appropriate, and the data controller shall comply
with the order.
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() Where an appeal is made to the Commissioner under this
section, the Commissivner may appoint a duly qualified mediator to
cnquire into the malter and make such recommendations to the
Commuissioner for the resolution of the matter as the mediator considers
appropriate, and the Connmissioner may act on thosc recommendations.

PART Il Requirements for Data Controllers

14—(1) Inthis Part, “repistration particntars™ means the particulars
specificd in seetion 1642).

{2) For the purposes of this Part, so far as it relates to the
address of data controllers and data cantroller representatives—

{a) the address of 4 registered company is that of its registered
office: and

(b} thcaddress ofan entity {other than a registered company)
carying on a business is that of the entity”s principal place of
business in Jamaica.

15—{1) Except as provided in this section, personal data shall not
be processed by a data coniroller unless the registration particulars ol’
that data controller are included in the register maintained under section
17 {or is treated by virtue of regulations made under section 16(3) as
being so included).

(2} Subsecticn (1) does not apply 10—
(a) processing; or
{b) datacontrollers,

of a particular description specified by the Ministet, after consultation
with the Commissioner, for the purposes of this ssction by order
published in the Gazefie und subject o afflirmative resolution, being
processing which it appears to the Minister is unlikely (o prejudice the
rights and freedoms of data subjects.

16 —{1) A data controller who wishes to process personal data in
circurnstances in which registration is required under section 15(1) shall
ensure that the Commissioner is provided with—

{a) theregistration particulars set out in subsection (2), in relation
to the data controller, and that the Commissioner is kept
informed as 1o any chanpes in those particulars;
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(b) a general description of the measures to be taken for the
purpose of complying with section 30; and

(c) inany case where—

(i} personal data are being, or are intended 1o be,
processed in cucumstances where the prohibition
imposed by section 15(1) is exeluded by section
15{2); and

(i) the particulars provided under this seetion do not
include the particulars in relation to those personal
data,a statement of that fact.

(2} The repstration particulars arc—

{a) thedatacontroller’s name, address and other relevant contact
information;

(b)Y if the data controller has appointed a data controller
representative for the purposes of this Act, the name, address
and other relevant contact mfvrmenion of the data controlier
representalive,

{c) thename, address and other relevant contact information ol
the data protection officer appointed under section 20;

(d) adescription of the personal data being, orto be, processed
by or on behalf of the data controller and the category or
categories of data subjects o whnch they relate;

{e) a description of the purpose or purposes [or which the
personal data are being, or are o be, processed;

{f} adescription ofany recipient or recipients to whom the data
conmoller intends, or meay wish, to disclose the personal data;

{g) thenames ofany States or territories owside of Jamaica to
which the data controller directly or indirectly transfers, or
intends or may wish directly or indirectly to transfer, the
personal data;

{h) wherethe data contreller is a public authority, a statement of
that fact; and
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such information about the data controller as may be
prescribed in repulations made under subsection (3).

(3} The information required under subscction (1) shall be

submitted to the Commissioncr in such form and manner as may be
prescribed, together with such registration fee as may be prescribed,
by regulations made by the Commissioner with the approval of the

Minister.
(4) Regulations made under subsection (3) may make

provision—

(a)

(b)
(e
(d)

(e)

®

(a)

(b)

as to the giving of notification by partnerships or in other
cases where two or more persons are the data controllers in
respect of personal data;

for any fee paid under subsection (3) ot section 17(3) 1o be
refunded in spacified circumstances;

asto the form and contents of the register maintained under
section 17;

as to the time as from which any entry in respect of a data
controlleris to be treated as having been made;

for longer or shorter periods thar: the period specified in
section 17(3), and different periods may be prescribed in
relation to different cases;

asto [ees for supplying certified copies under section 17(4),

t3) Where personal data are processed in any case where—

section 15(1) does not apply 1o the processing, by virtue of
the provisions of section 15(2): and

the data controller has not provided the particulars specified
in subsection (2},

thic data controller shall, if requested to do 5o in wriling by any person,
make the particulars referred to in paragraph (b) available to the person
free of charge, within thirty days after receiving the request.

(6) Subsection (5} shall be subject to any exemptions made

thereto in regulations made under subsection 3).
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(7) Adata controllcr who contravenes subsection (5) commits
an oiTence and shall be lable upon conviction hefore a Parish Court to
a finc not cxeceding one million dollars.

(8) 1t shall be a defence for a person charged with un offencc
under subscetion {7) to show that the person exercised all due diligence
1o comply with subsection (5), and the standard of proof'shall be on the
balance of probabilities,

17.—(1) The Commissioner shall maintain a register (hercinafter
referred to a5 “the Register”) of persons who have provided information
under section 16.

(2) Cachentry inthe Register shall consist of—

(a) the registration particulars notified under scetion 16(1)(a),
updated as fo changes as informed pursaant to that provision;
and

(b} such other information as the Commissioner may be
authorised orrequired by regulations made under section
16(3) to include in'the Register.

(31 A data controller shall pay such annual fee as may be
prescribed for the maintenance of the required particulars of that data
controller in the Register, and no entry in the Register shall be retained
in the Register for longer than twelve months except on payment of that
prescribed fee,

{4} The Commissioner shall-- -

{a) maketheinformation conuined in the Register available for
nspeetion by the public at all reasonable times, [Fee of charge;
and

(b) on the payment of such fee as may be prescribed by
regulations madé under section 16{3), supply any member
of the public with a duly certified copy in writing of the
particulars contained in any cntry made in the Register.

18 —(1) A data controller who processes personal data to which
section 15(1) applies, without complying with section 16, commits an
offence.
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(2} Tt shall be a detence for a person charged with an offence
under subsecton (1} 1o show that the person exercised all due diligence
to comply with section 16, and the standard of proof shall be on the
balance of probabilitics.

(3) A person who commits an offence under subsection (1)
shall be liable upon summary conviction before a Parish Court, to a fine
not exceeding two million dollars or to imprisonment for a term not
exceeding six months.

19.—(1) This section applies to “specified processing”. being
processing of a description specified inan order made by the Minister
im accordance with section 74{3)(c). as appearing to the Minister to be
particularly hkely—

{a) 10 cause substantial damage or substantial distress; or

(b} 1o otherwise significantly prejudice the rights and freedoms
of data subjects.
(2) Upon receiving any information from a data controller
under section 16(1), the Conumissioner shall—

(a} consider whether any of the processing to which the
information relates is specified processing; and

(b) ifso—

(1) having regard to the information provided by the
data conuroller, consider whether that processing
is likely to comply with the provisions of this Act;
and

(i) withinthe period of thirty days beginning on the
day on which the Commissioner received the
information, give a notice to the data controller
stating the extent to which, inthe Commissioner’s
assessment, the processing is likely or uniikely to
comply with the provisions of this Act.

{3) Before the end of the period referred to in subsection
(2)(b)(1i), the Commissioner may, by reason of special circumstances,
extend that period by issuing an extension notice to the data controller—

(a) ononeoccasiononly; and
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(b} specifying the period of the extension, which shall notexceed
fourteen days.

(4) No specified processing shall be carried on by a data
controller unless the information required under section 16(1) has been
provided to the Commissioner and either—

fa) the period of thirty davs, bepinning on the day on which the
information 1s received by the Cormnmissioner, and such further
period as Is specified inan extension notice under subsection
(3){in any case where such a notice 15 issued) has elapsed;
or

(b) hefore the cnd of the period or further period (as the case
may require) referred to in paragraph (a), the data contraller
receives a notice from the Comumissioner under subsection
{2){b)(ii) in respect of the processing.

(5) A data controller who contravenes subsection (4) or
processes personal data other than in a manner in compliance with the
assessment made by the Comumissioner in a notice under subsection

2)(b(i1) commits an offence and shall be liable upon—

{a) summaryconvictionin aParish Court, toa fine notexceeding
five million dollars or to imprisonment for a term not exceeding
five vears; or

(b) convietion on indictment ina Cireuit Court to a fine, or to
imprisonment [or 4 term nol exceeding ten years.

(6) The Minister may by order published in the Cazeite amend
this section by substituting a different number of days in respect of any
period or further period referred to in subsection (2)(h)(i1), (3)(b) or
{4)(a).

20.—(1) Adatacontroller falling within subsection (5} shall appoint
an appropriately qualified person w act as the data protection officer
responsible in particular lpr monitoring in anindependent manner the
data controller’s complianee with the provisions of this Acl.

(2} A person shall not be qualified to be appointed under
subsection { 1) ifthere is oris likely to be any conflict of interest between
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the person’s duties as data protection officer and any other duties of
that person.

(w)

(b)

()

(d)

(3) The functions of a data protection officer shall include—

ensuring that the data controller processes personal data in
compliance with the data protection standards and in
compliance with this Acl and good practice;

consulting with the Commissioner to resolve any doubt about
how the provisions of this Act and any regulations made
under this Act are to be applied;

ensuring that any contravention of the data protection
standards or any provisions of this Act by the data controller
is dealt with in accordance with subsection (5); and

assisting data subjects in the exercise of their rights under
this Act, in relation to the data controller concerned.

(4) A data controller shall notify the Commissioner as to the

name, address and other relevant contact mformation of the data
protection officer appointed by the data controller under this seetion,
and in the event of any changpes thereto.

{5) Where the data protection officer has rcason to believe

that the data controller has contravencd a data protection standard or
any of the provisions of this Acl, the data protection officer shall—

(a)

(b)

forthwith in writing notily the data controller of the con-
travention; and
if the data protection officer is not satisfied that the data
controller has rectified the conlravention within a reasonable
time after the notification, repori the conlravention to the
Commissioner.

(6) Adata controller falls within this subsection if the data

controller—

(a)
(b)

is a public authority;

processes or intends to process sensitive personal data or
data relating to criminal convictions;

3l
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{c) processes personal data onalarge scale; or

{dy  falls within a class prescribed by the Commissioner by notice
published in the Gazetre as being a class of data controllers
1o whom subsection (1) applies,

burt a data controller who processes personal data only for the purpose
ot a public register or which is a non-profit organisalion established for
political, philosophical, religious or trade union purposes, does not fall
within this subsection.

Parl IV—Standards for Processing Personal Data

21.—(1) It shall be the duty of a data controller to comply with the
duta protection standards in relation to all personal data withrespect to
which that data controller is the data controller.

{2) A data controller who processes personal data in
contravention of any of the data protection slandards or any of the
provisions of this Part, or fails to make a report or notification required
under subsection (3} or (5), commits an offence and shall be liable
upon—

{#) summary convietion in a Parish Court to a fine not exceeding
two million dollars or to impnisonment for aterm not exceeding
LW years, or

{b) conviction on indictment in a Circuit Cowrt, to a fine, or to
imprisonment for a lerm nol exceeding seven years.

(3) The data controller shall report to the Commussioner, in
such form and manner as shall be prescribed—

{a) any contavention of the data protection standards; and

(b) any sccurity breach in respect of the data controller’s
operations which affeets or may affect personal data,

within seventy-two hours afier becoming aware ol the contravention or
security breach (as the case may be).

(4) A report under subsection {3) shall set out—

{a) the facts surrounding the contravention or security breach;
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a description of the nature of the contravention or security
breach, meluding the categories, number of data subjcets
concerned, and the type and number of personal data
concerned;

the measures taken or proposed to be taken to mitigate or
address the possible adverse effects of the breach;

the consequences of the breach; and

the name, address and other refevant contact indormation of
its data protection officer.

(5) Where a contravention ar security breach mentioned in

subsection (3) occurs, the data controller shall zpon becoming aware
of, or having reason to become aware of, the contravention or breach,
notify each data subject, whose personal data is affected by the breach,

of—
(a)
(b

()

the nature of the contravention or security breach;

the measures taken or proposed to ke taken to mitigate or
address the possible adverse effects of the breach; and

the name, address and other relevant contact information of
its data protection officer,

in such form and manner, and within such time, as shall be prescribed.

(6) Upon receiving a report under subsection {4}, the

Commissioner may—

(a)

®)

serve an enforcement notice under scction 44 on the data
controller concerned;

direct the data controller 1o give 1o any data subject
concerned such information as the Commissioner thinks fit
concerning the contravention or security breach {as the case
may be) and the measures taken, or proposed to be taken,
to address it.

{7) Itshall be a delence fora person charged with an offence

under this section to show that the person exercised all due diligence 1o
prevent the commission of the offence, and the standard of proof shall
be on the balance of probabilities.
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22.—(1) The first standard is that personal data shall be processed
fairly and lawfully and, in purticular, shall not be processed unless—

fa) atleast one ofthe conditions set out in section 23 is met; and

(b)y inthe case of sensitive personal data, at least one of the
conditions set out in section 24 is also met.

{2) In determining for the purpeses of this section whether
personal data are processed fairly, regard shall be had to the method
by which the data are obtained, including, in particular, whether any
person from whom they are obtained is deceived or misled as to the
purpose or purposes for which they are to be processed.

(3) For the purposes of this section, personal data are deemed
to be obtained fairly if they consist of information obtained—

{#) [rom a person who is authorised by or under any enactment
to supply it; or

{b) froma person who is required to supply it by or under any
enactment, or by any instrument imposing an international
obligation on Jamnaica; or

{c) forthe purposes of determining the suitability of'a person for
an honour, scholarship, prize, bursary or other award.

(4) Subject Lo subscction (3), for the purposes of this section
personal data are not to be treated as processed fairly unless—

{a) the personal dataare obtained directly fromn the data subject,
ar from a person authorised in writing to provide it by—

(i) thedatasubject; or
(i) the Commissioner;

(b) inthe case of personal data obtained from the data subject
or a person authorised in writing by the data subject to
provide it, the data controller ensures so far as practicable
that the data subjectis provided with the information specified
in subsection (6); and

(¢} in any other case, the data controller ensures so [ar as

practicable that, before the relevant time the data subject 1s
provided with the information specified in subsection (f1).
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{5) In—

subsection (4)(c), “the relevant time” means. -

(1)  atthetme when the data controller first processes
or seeks (whichever occurs first) the personal
data; and

{iiy inany case where disclosure to a third party is
envisaged, before making the disclosure,;

subsection {6}, “identity™ includes official title, habitual
residence or business address, telephone number and any
other relevant contact information.

(6) The information referred to in subsection (4} is—

the identity of'the daia controller;

the identity of itz data protection officer appoinied under
sectian 20

if the data controller has appointed a representative for the
purposes of this Act, the identity of that representative;

the purpose or purposes [or which the personal data are
intended 10 be processed;

the identity of any third party to which disclosure of the
personal data is contemplaied;

whether the provision, by the data subject, of the personal
data sought is compulsory under any law, and the
consequences of not providing the personul data;

the legal anthority for seeking the personal data, where
applicable;

the expected period of retention of the personal daia; and
any further information which is necessary, having regard to
the specific circumstances in which the personal data are, or

are to be, processed, to enable processing in respect of the
data subject to be fair.

(7} Suhsection (4)(c) does not apply where—

the recording of the information to be contained in the personal
data, or the disclosure of the personal data, by the data
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controlleris necessary for comphiance wath any legal obligation
to which the data controller is subject, other than an obligation
imposed by contract; or
{b) insuchother circumstances as may be prescribed.
(8) Persunal data which contain a general identifier falling within
a prescribed description are not to be treated as processed fairly and
lawfully unless they are processed in compliance with any conditions
preseribed in relation to the gencral identifier of the prescribed
(9) Insubsection (8), “general identifier™ means any identifier
{such as a number or code used for identification purposes) which—
{a) relatesto an individual; and
(b) torms parl ol a set of similar identifiers which is of general
application.
23.—{1) The conditions referred te in sections 11(3)(a) and 22(1)a)
are that—

(a) the data subject consents to the processing and has not
withdrawn that consent;

(h) the processing is necessary—

iy forthe performance of a contract o which the
data subject is a party; or

(i) forthe taking of steps at the request of the data
subject with 4 view o enfering into a contract;

(c} the processing is necessary for compliance with any legal
obligation to which the data controller is subject, other than
an obligation imposed by confract;

{(d) the processing 1s necessary in order to protect the vital
interests of the data subject;

(e} the processing is necessary—
(i) forthcadministration of justice;

(i) for the exercise of any fimetions conferred by or
under any enactment; or
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(i) forthe exercise of any other functions of a public

nature exercised in the public interest;

the processing is necessary for the purposes ef legitimate
interests pursucd by the data controller or by any third party
to whom the personal data are disclosed, except where the
processing is unwarranled in any particular casc by reason
of prejudice to the rights and freedoms or legitimate interests
of the data subject;

(g) the datasubject has published the personal data concerned.

(2} Regulations made under this Act may specify particular
circumstances inwhich the condition sel out in subsection (1)(f)1s, oris
not, to be taken to be satisfied.

24.—(1) The conditions referred to in section 22(1)(b) arc that—

(a) the data subject consents in writing to the processing of the
sensitive personal data;

the processing is necessary for the purposes ol exercising or
performing any right or obligation which is conferred, or
imposed, by law on that data controller in connection with
employrnent or social security benelits;

the processing is necessary—

@

(i)

in order to protect ihe vital interests of the data
subject or another individual, in any case where—

(A} consent cannot be given by or on
behalf of the data subject; or

(B) the datacontroller cannot reasonahly
be expected to obtain the consent of
the data subject,

the data controller having exhausted all reasonable
efforts to obtain thal consent; ot

in order to protect the vital interests of another
individual, in any case where consent by or on
behalf of the data subject has been unreasonably
withheld;
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{d} theprocessing—
(i} iscarried out in the course of legitimate actions
by any body or association which—
(A) Iisnotestablished or conducted (or profit;
angd
(B) exists for political, philosophical, relipious
or trade-union purposes;
(i) iscarried out with appropriate safeguards for the
rights and freedoms of data subjects;
(i) relates only to individuals who either are members
of the body or association or have regular contact
with it in connection with its purposes; and

{(iv) doesnotinvolve disclosure of the personal data
to a third party without the consent of the dala
subject;

(¢} the information contained in the personal data has been madc
public as a result of steps deliberately taken by the data
subject:

() theprocessing —

(i) isnccessary for the purpose of, or in connection
with, any legal proceedings (including prospective
legal proceedings);

(i) 1isnecessary [or the purpose of obtaining legal
advice; or

(i) is otherwise necessary [ur the purposes of
establishing, exercising or defending legal rights;

(g} the processing is necessary for—

(i) the administration of justice; or

(i} theexercise of any functions conferred on any
person by or under any cnactment;
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(h) the pracessing—-
i) iscither—

(A) the disclosure of sensitive personal data
by a person as a member of an anti-fraud
organisation or otherwise in accordance
with any arrangements made by such an
organisation; or

(B) any other processing by a person referred
to in sub-paragraph (A) or another person
of sensitive personal data so disclosed;
and

(i) isnecessary for the purposes of preventing fraud;

() the processing is necessary for medical purposes and is
undertaken by—

(i) ahealthprofessional; or

(i) apersonwho in the circumstances owes a duty
ol confidentiality which is equivalent to that which
would arise if that person werc a health
professional;
{j) theproccssing—

{ is of sensitive personal data consisting of
information as 1o racial or ethric origin;

{ii) is nccessary for the purpose of identifying or
keeping under review the existence or absence
of equality of opportunity or treatment between
individuals of different racial or ethnic origins, with
a view to enahling such equalily 10 be promoted
or maintained; and

{iiiy is carried out with appropriate safeguards for the
rights and freedoms of data subjects;
(k) the sensitive personal data are processed in circumstances

specified in an order made by the Minister in accordance
with section 74(3)(e) for the purposes of this section.
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{Z) Inthis section—

“anti-fraud organisation” means any unincorporaled association,
body corporate, or other person, who enables or facilitates
any sharing of information to prevent Iraud, or who has any
ot the aforcmentioned matters as one of 1ts purposes:

“medical purposes” includes the purposes of preventative medicine,
medical diagnosis, medical research, the provision of care
and treatment and the management ef healthcare services.

(3) The Minister may by order in accordance with scetion
T4 ey

(a) exclude the application of subsection (1){b) or (g) in such
cases as may be specilied; or

(b) provide that, in such cases as may he specified, the condition
in subsection (1)(b) or (g) 1snol o be regarded as satisfied
unlcss such further conditions as may be specified in the order
are also satislied,

(4} The Minister may, by arder in accordance with section
74(3)(e), specify circumstances in which processing lalling within
subsection {13{j)(1) or (ii} is, or is not, to be taken for the purposes of
subsection (1)(3)(ii1) to be carried out with appropriate safeguards for
the rights and lreedoms of data subjcets.

(5) The Commissionar may by order in accordance with
section 74(3)(f) specify the cases in which the conditions spectfied in
subscction (1) shall be deerned not to have been met regardless of
whether the consent of the data subjoct has been obtained.

(6) For the avoidance of doubt, a data subject may at any
time withdraw consent to the processing of any sensitive personal data
in respect of that data subject.

23—(1) The second standard is that personal data shall be ohtained

only for one or more specified and lawful purposes, and shall not be
Aurther processed in any manner incompatible with those purposes.
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(2} The purpose or purposes for which personal dida are
processed may in particular be specified—

(z) m informanon provided for the purposes of section 22(6);
or

{(b) inparticulars given to the Commissioner under scction 16,

(3) In determining whether any disclosure of persomal data is
compatible with the purpose for which the data were obtained, regard
shall be had to the purpose for which the personal data are miended to
be processed by any person to whom they are disclosed.

26. The third standard is that personal data shall be adequate,
relevant, and limited (o whal 1s necessary for the purposes for which
they are processed.

27.—(1) The fourth standard is that personal data shall be accurate
and,

where necessary, kept up to date.

(2) Subsection (1) shall not be regarded as being contravened
by reason of any inaccuracy in personal data which accuratcly record
information obtained by the data controller from the data subject, ura
third party, in any case where the following requirements are met—

fa) having regard to the purpuse lor which the data were
obtained and further processed, the data coniroller has taken
reascmable steps to ensure the accuracy of the personal data;
and

(b) ifthe datasubject has nolified the data controller of the data
subject’s view that the personal data are inaccurate, the
personal data indicate that [act,

28.—(1) The filth standard is that—

(a) personal data processed for any purpose shall not be kept
for longer than is necessary for that purpose; and

(b} the disposal of personal data by a data controller shall be in
accoridance with repulations made under section 74,
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(2) Subscction {1)(a) is subject to the provisions under this
Act with respect 1o the keeping of records and the provision of access
to data.

The sixth 29.—(1) The sixth standard is that personal data shall be processed
eI in accordance with the rights of data subjects under this Act.

{2) A person shall be regarded as contravening the sixth
standard only if the person—

(a) contravenes section 6 by fatling to supply information in
accordance with that section;

(h) contravenes section 10 by processing personal data for
purposes or direct marketing without the consent required
under subsection (1) of that section;

(¢} conlravenes section 11 by iling 1o comply with a notice
given under subsection (1) of that section to the extent that
the notice is justified, or by failing to give a written statemeni
under subsection (4) of that section; or

(d) conlravenes scction 12 by failing to comply with a notice
given under subsection (2) or (3)(b) of that section or by
failing to give the information as required under subsection
(3)a) of that section or a written staternent under subscction
(4) ul'that scetion.

The seventh  30,—{(1) The seventh standard is that appropriate technical and
standard. organisational measures shall be taken—

(a) wgamnst unauthorised or unlawful processing of personal data
and against accidental loss or destruction of, or damage to,
personal data;

(b} to cnsure that the Commissioner is n¢  wed, without any
undue delay, ol any breach of the data controller’s security
measures which affect or may affect any personal data.

(2} Having regard to the state of technological development
and the cost ol implementing any measures referred to in subsection
(1), the measures shall ensure 4 level of security appropriate to—

(@) the hanm that might result from such unautherised or unlawtid
processing or accidental loss, destruction or damage as are
mentionesd in subsection (1); and
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(b} the nature of the data to be protected.

{3) The data controller shall take reasonable steps to ensure
that the data controller’s agents and emplayees who have access to
the personal data are aware of, and comply with, the relevant security
IMCASUTES.

{4) Where processing of personal data is carried cut by a
data processor on behalf of a data controller, the data controller shall,
in order to comply with the seventh standard—

(a8) choose adata processor who provides sufficient guaraniees
in respect of the technical and orgamsational sccurity

measures governing the proesssing to be carried out and the
reporting of security breaches to the data controller; and

{b) take reasonable steps to ensure complianec with those
IMEAsUres.

(5) Where processing of personal data is carried out by a
data processor on behalf of a data controller, the data contraller shall
not be reparded as complying with the seventh standard unless—

(a) the processingis carried out under a contract—
() whichismade or evidenced in writing; and

(i) under which the data processor isto act only on
mstructions from the data controller; and

(b} the contract requires the data processor to comply with
obligations eguivalent to those imposed on a data controller
by subsection (1.

(6} For the purposes of subsection (1)(a), the rechnical and
orpanisational measures include—
(2) pseudomymisation and encryption of personal data;
(b} the ability to ensure the ongoing confidentiality, integrity,
availability and resilience of processing systems and services,

(¢} theability torestore the availability of, and access to, personal
data in atimely manner in the event of a physical ur technical
incident;

{d) aprocess for repularly testing, assessing and evaluating the
effectiveness of technical and organisational measures for
ensuring the security of the processimg; and
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(e) measures to ensure adherence to the technical and
organisational requirements specified in the other provisions
of this Act.

(7) Aperson who, willully and without lawful authority, uses
any mcans to breach any pseudonymisation or encryption applied to
any personal dala commits an offence und shall be liable upon conviction
for that offence before—

() & Parish Court, to a fine not exceeding two million dollars;
or

{(b) a Circuit Court, to a fine.

(8} A person does not commit an offence under subsection

(T)if
(2) the breach is—

(i) necessary for the prevention, detection or
investigation of crime;

(i) required or authorised by a court or by or under
any law;

{ii)y justifiable inthe public interest,

{iv) justifiable fur the purposes of journalism, literature
Or art; ur

{(+) justifiable in the public interest witha view o testing
the effectiveness ol the technical and orpanisational
measures referred to in subsection (1){(a) and the
PETS0n—

(A) acted withoul intending to cause, or
threaten to cause, damage or distress
to a person; and

(B) without undue delay and, where
feasible, within seventy-two hours afler
the breach, noufied the Commissioner,

or a data controller concerned, of the
breach; or
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{b) the person acted in the reasonable belief that—

(i} the person is a data subject in respect of the
personal data concemed; or

(i) the person isthe data controller in respect of the
personal data or acted with the consent of that
data controller.

31—{1) The eighth standard is that personal data shall not be
transferred to a State or terriiory outside of Jamaica unless that State
or territory ensures an acequate level of protection for the rights and
freedoms of data subjects in relation to the processing of personal data.

(2) For the purpuses of subsection (1), an adequate level

of protection is one which is adequate in all the circumstances of the
case, having regard in pa-ticular to—

(a)
(b)

()
(d)

{e)
()
(e)

(h)

the nature of the personal data;

the Siate or territory of origin of the information contained
in the persona datu;

the State or temritory of final destination of that information;

the purposes for which and the peried during which the
personal data are intended o ne processed,

the law in force in the State or temitory in question;
the international obligations of that State or territory;

any relevant codes of conduct or other rules which are
enforceable in that State or temritory (whether generally or
by arrangement in particular cases); and

any security measures taken in respect of the personal data
in that State or terzitory.

{3) The eighth standard does pot apply 1o a transfer falling

within any of the cases specified in subsection (4), except in such
circumstances and to such extent a3 the Minister may prescribe after
consultation with the Comnrissioner.

(a)

(4) The cases referred Lo in subsection (3) are, where—
the daia subject consents to the transfer;

The eighth
standard,
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(k)

(c)

(d)

(c)

®

(h)
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the transfer is necessary—

(i) for the performance of a coniract between the
data subject and the data controller; or

(i) for the taking of stops at the request of the data
subject with a view to the data subject entering
into a contract with the data controller;

the transter is necessary for the conclusion or performance

of a contract, between the data controller and a person
other than the data subject, which—

(i) isentered into at the request of the data subject;
(i} 1sinthe interests of the data subject;

the transfer is necessary for reasons of substantial public
miterest;
the transfer—

(1} isnecessary for the purpose of, or in connection
with, any legal proceedings (including prospective
legal proceedings);

(i} is necessary for the purpose of obtaining legal
advice: or

(i) is otherwise necessary for the purpose of
establishing. exercising, or defending, legal rights;

the transfer is necessary in order to protect the vital interests
of the data subject;

the transfer is part of the personal data on a public register
and any conditions subject to which the register is open to
inspection are complied with by any person to whom the
persomal data are or may be disclosed after the transfer;

the transfer is made on lerms (which may include contractual
terms) that are of a kind approved by the Commissioner as
ensuring &dequale sateguards for the rights and freedoms of
data subjects;

(i) the transfer has been authorised by the Commissioner as

being made in such a manmer as to ensure adequate saksguards
for the rights and freedoms of data subjects;
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{I)  the transfer is necessary for the purposes of national sccurity
or the prevention, detection or investigation of crime.

{5) The Minister may prescribe, by order published in the
Guzette—

(a) circumstances in which a transfer is to be taken for the
purposes of subsection (4)(d) to be necessary for reasons
of substantial public interest;

(b} circumstances in which a transfer which is not required by or
under an enactment is not to be taken for the purposes of
subsection (4)(d) to be necessary for reasons of substantial
public intercst; and

(¢) the States and territories which shall be taken to have an
adequate level of protection within the meaning of subsection
(2).

(6) For the purposes of subsection {S¥¢}—

() a State or territory having an adequate level of protection
as described in that subsection shall be included in the order
only if such inclusion is necessary for the fulfilment of
Jamaica’s intermational obligations; and

(b) the order may provide [or such conditions and restrictions
as may be applicable under the international obligation
concemmed.

(7) Where any question arises as to whether a transfer may
be made to a State or territory, other than a State or territory included
in an order made under subsection (5)(c), the matter shall be
determined by the Commissioner, who shall issue a notice stating—

(a) the relevant public authority with responsibility for the
protection of personal data in the State or territory concerned:

(b) the Commissioner’s determination as to the adequacy of the
level of protection (within the meaning of subsection (2)) in
the State or territory concerned; and

{¢) where the Commissioner delermines that the level of
protection is not adequate, the extent to which the
Commissioner considers that the level of protection is not

adequate.
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PART V—Fxemptions to Data Protection Siandards or to
Disclosure to Data Subject Requirements

32.—{1) Except as provided by this Part, the disclosure to data
subject requirements shall have effect notwithstanding any enactment
ar rule of law prohibiting or restricting the disclosure, or authorising
the withholding, of information.

(2) References in any of the data protection standards or any
of Parts Ll or TIT to “personal data™ or to the “processing of personal
data” do not inchude references to personal data or processing which
is exempt from that standard or Part by virtue of the provisions of this
Part,

33.—(1) The Minister responsible for national security may issue &
certificate under subscction (2) where that Minister considers it
necessary, for the purpose of safeguarding national security, to exempl
any personal duta from all or any of the provisions of—

(a) the data protection slandards;
(b) PartsIL, Il and VI;
() section 61 (unlawfully obtaining, efc. personal data).
(2) Aceriificate mentioned in subsection (1) shall—
{a) besigned by the Minister responsible for national security;

(b) identify the personal data to which it applies, which

identification may be by means of a general description; and

{¢) specify the provisions referred to in subsection {1) from
which the personal data is exempt.

(3) Personal data identified in a certificate issued under

subsection (2} shall be exempt from the provisions referred to in
subsection {1} to the extent specified in the certificate.

(4) Any person directly affected by the issuing of a certificate
under subsection (2) may appeal to the Court against the issuing of the
certificate.
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(5) Tf on an appeal under subsection (4), the Court finds
that, applying the standards applicd by the Court on an application
for judicial review, the Minister did not have reasonable grounds for
1ssuing the certificate, the Court may allow the appeal and quash the
certificate.

(6) Where in any proceedings under or by virtue of this Act
it is claimed by a data controller that a certificate issued under
subsection (2) and which identifies the personal data to which it applies
by means of a general description, applies to any specific personal
data—

(a) any other party to the proceedings may appeal to (he Court
on the ground that the certificate does not apply 1o the
specific personal data in question; and

(b} subject to any detcrmination by the Court under subsection
(7), the certificate shall be conclusively presumed fo apply
to the specific personal data in question.

{7) On an appeal under subsection (6), the Court may
determine that the certificate does not apply to the specific personal
data in question.

(8) A document purporting to be a certificate issued under
subsection {2) shall be received in evidence and deemed to be such a
certificate unless the contrary is proved.

{9} Adocument which purports to be certified by or on behalf
of the Minister as a true copy of a certificate issued under subsection
(2} by that Minister, shall in any legal proceedings be cvidence of that
certificate.

(10} Before acting under subsection (1), the Minister
responsible for national security shall consult with the Minister
responsible for technology,

34.—(1) Personal data processed for any of the following
Purposes—

{(a) theprevention, detection, or investigation of crime;
{b) the apprehension or prosecution of offenders; or
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{c) the assessment or collection of any tax or duty or of any
imposition of'a similar nature,

are exemnpl from-—

(i) the first data protection standard, except to the extent that
that standard requires compliance with the conditions sel
out in sections 23(1) and 24(1}; and

(i) section®,

to the extemt to which the apphication of those provisions to the data is
likely to prejudice any of the purposes mentioned in paragraph (a), (b}
or {c).

(2) Personal data which—

(a) are processed for the purpose ol discharging statutory
functions; and ;

(b) consist of information obtained for such a purpose from a
person who had the information in that person’s possession
for any purposc mentioned in subsection (1){a), (b) or (c),

are exempt from the disclosure to data subject requirements to the
samc extent as personal data processed for any of the purposes
mentioned in subsection {1)(a). (b) or (c).

(3) Personal data are exempt from the non-disclosure
provisions in any case in which—
(a) the disclosure is for any of the purposes mentioned in
subsection (1)(a), (b) or (c); and

{b) the application of the non-disclosure provisions in relation
to the disclosure is likely to prejudice any of the purposes
mentioned in subsection (1)(a), (b) or ().

(4) Personal data in respect of which the data controller is
a public authority and which—

{a) consist of a classification applied to the data subject as part
of a system of risk assessment which is operated by that
authority for cither of the following purposes—

(i) the assessment or collection of any tax or duty or
any impaosition of a similar nature; or
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(@) the prevention, detsction orfnvestigation of crime,
or apprehension or proseculion of offenders,
where the offence concerned involves any
unlawful claim fer any payment out of, or any
unlawful application of, public moneys; and

(b} are processed for either of the purposes mentioned in
paragraph (a),

arc exempl [rom section 6 to the extent to which the exemption is
required in the interests of the operation of the system.

(5) Insubsection {4), “public moneys™ has the meaning assigned
ta it by section 2 of the Financial Administration and Audit Act.

35.—(1) Personal data processed for the puposes of discharging
any funetion to which this subsection applies are exempt from the
disclosure to data subject requirements to the extent to which the
application of those requirements in any case is {ikely to prejudice the

proper discharge of those functions.
{2) Subsection (1) applies to any function —
{a) whichis—
(i) conferred on a person by or under any
cenactment; or
(@) of a public naturs, is exercised in the public
interest and is conrected with—
(A) publicsafety;
(B) Dbreaches of ethics for regulated
professions; or

(C) important national economic or
financial interests such as monetary,
budgetary or mxation matters; and

{(b) which is designed for protecting members of the public
against—
() maladministration by public authorities;

Repulatory
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